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TOM TAT

Chuyén dbi sé trong giao duc dai hoc dit ra yéu ciu xay dung cac hé théng quan 1y diém hoc phém c6 kha
nang xu ly nhanh, hiéu qua va an toan trén thiét bi di dong (OECD, 2021). Nghién ctru nay dé xuat mot he
thong quén 1y diém hoc phan trén thlet bi di dong véi kién tric bao mat nhiéu 16p tich hop Hybrid OCR nham
hd trg nhan dang ty dong diém viét tay trén bang diém gidy (UNESCO, 2023). H¢ thong gom Gateway API
Server, Database Server, Al Server va tng dung di dong. Hybrid OCR két hgp EasyOCR (Jaided Al, 2024) va
mang no-ron tich chap (CNN) (LeCun et al., 1998) dé nhan dang diém viét tay, deng thoi tich hop Human
Verification (Amershi et al., 2014) va Feedback Learning (Settles, 2012), cho phép giang vién hiéu chinh két
qua nhan dang va tich liy du liu phuc vu cc chu ky huan luyén tiép theo. Kién tric bao mat nhidu 16p
(National Institute of Standards and Technology, 2015) hd tro xac thuc thiét bi, xac thuc phién lam viéc va
ting cuong an toan trong qua trinh truyén nhan dir liéu. Két qua trién khai trén bo dir liéu bang diém thuyc té
tai Truong Dai hoc Tay Nguyén cho thidy mo hinh CNN dat 95,17% d6 chinh xdc trén tap kiém thir doc lap.
Co ché xtr Iy song song (Multiprocessing) gitp rut ngan thoi gian xur ly xudng con 4,19 gidy/bang diém, cai
thién khoang 40,3% so voi xtr ly tuan ty. Hé thong hoat dong on dinh, hd trg hiéu qua qua trinh nhap diém va
van duy tri budc kiém ching cua giang vién trudce khi dit liéu duoc cap nhét chinh thic theo quy dinh khao thi
(Truong bai hoc Tay Nguyén, 2025). Nghién ctru gop phan xay dung mot hé thong quan 1y diém hoc phin co
kha nang trién khai trong moi trudng dao tao theo hé thong tin chi (Truong Pai hoc Tay Nguyén, 2021) va tao

nén tang cho viéc tiép tuc hoan thién mo hinh théng qua Feedback Learning. .
Tir khoa: Hybrid OCR; quan ly diem hoc phan; thiét bi di dong; kién tric bdo mdt nhiéu lop, Feedback

Learning.

1. MO PAU

Trong nhimg nim gan day, chuyén doi sb trong
gido duc dai hoc di thuc diy viéc phat trién cac hé
thdng quan 1y dao tao trén nén tang Web va thiét bi di
d6ng nham nang cao hiéu qua quan 1y va chét luong
phuc vu nguoi hoc. Tuy nhién, nghiép vu nhap diém
hoc phan tai nhiéu co s& dio tao van chil yéu dugc
thyc hién thu cong. Sau khi chim diém trén bang
diém glay, giang vién phai nhép lai timg diém vao
phan mém quan ly dao tao, gay t6n thoi gian va co thé
phat sinh sai sot. Viéc trién khai nhap diém trén thiét
bi di dong khong chi doi hoi tinh thuan tién ma con
phai bdo dam an toan dit liu trong moi trudng
Internet. Pong thoi, cong nghé nhan dang ky tu quang
hoc (OCR) két hop tri tué nhan tao (AI) mé ra kha
ning hd trg ty dong nhan dang diém viét tay, gop
phan giam thao tac nhap liéu.

Céc nghién ctru lién quan c6 thé chia thanh ba
nhom chinh. Nhom thir nhat tap trung phat trién cac
hé thdng quéan 1y dao tao trén nén tang Web va thiét
bi di dong, chii yéu hd tro ding ky hoc phan, tra ctru
két qua hoc tap va quan 1y thong tin dao tao, trong khi
chirc nang nhap diém hoc ph?m trén thiét bi di dong
van con han ché. Nhom thir hai nghién ciru cac giai
phép bao méat cho tng dung di dong thong qua cac co
ché nhu AES, RSA (Rivest et al. , 1978), JIWT (Jones
et al., 2015) va cac phuong phap chong tan cong phat
lai (Replay Attack). Nhom thir ba tdp trung vao nhan
dang chir viét tay dua trén OCR va hoc sau (Deep

Learning) (Goodfellow, Bengio and Courville, 2016),
sir dung mo hinh CNN dé phén loai chir s6 viét tay
(LeCun et al., 1998) két hop véi EasyOCR dé nhan
dang ky tu (Jaided Al, 2024). Bén canh do, cac huong
tiép can Human Verification (Amershi ef al., 2014)
va Feedback Learning duoc ap dung nham gop phan
cai thién kha nang nhén dang va kha nang thich Gng
ctia hé thdng trong qua trinh van hanh thyc té.

Mic du da c6 nhidu nghién ctru vé quan 1y dao tao
trén thiét bi di dong, bao mat rng dung va nhan dang
chir viét tay, cac nghién ciru tich hop dong thoi kién
tric bao mat nhiéu 16p, Hybrid OCR va Feedback
Learning trong mot hé théng quan 1y diém hoc phan
hoan chinh van con han ché. Bén canh do, nhiéu hé
théng quan 1y dao tao dang van hanh trén cac hé thong
ké thira (Legacy System), nén viéc thay thé toan bo
ha tang 14 khong kha thi. Do d0, viéc md rong nghiép
vu nhap diém 1én thiét bi di dong can vira bao dam
kha nang tich hop voi ha tang hién co, vira dap tng
yéu cau vé bao mat, xac thuc thiét bi, an toan phién
1am viéc va hd tro nhan dang diém viét tay thong qua
co ché Human Verification va Feedback Learning.

Xuat phat tir nhitg yéu cau trén, nghién ctru nay
dé xuat mot hé théng quan 1y diém hoc phan trén thiét
bi di dong, ké thira ha ting quan Iy dao tao hién c6 va
tich hop kién trac bao mat nhiéu 16p cung Hybrid
OCR. Hé théng hudng téi ba muc tiéu: (1) mo rong hé
thdng quéan 1y dao tao hién c6 1én nén tang thiét bi di
dong ma khong 1am thay doi ha tang dang van hanh;
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(ii) xay dung kién triic bao mat nhiéu 16p nhdm tang
cuong xac thuce, bao vé dir liéu va kha nang chong tan
cong phat lai; va (iii) tich hop Hybrid OCR két hop
EasyOCR v6i mé hinh CNN cing co ché Human
Verification va Feedback Learning nham hd trg nhan
dang diém viét tay va ting budc ning cao hiéu qua
nhan dang trong qué trinh khai thac thyc té.

Nghién ciru c6 ba dong gop chinh. Thir nhat, dé
Xuat giai phap mo rong hé thong quan 1y dao tao hién
c6 1én thiét bi di dong, b6 sung phan h¢ quan ly diém
hoc phan nhung van ké thira ha tang dang van hanh.
Thir hai, xdy dyung kién triic bao mat nhiéu 16p tich
hop cac co ché xéac thuc thiét bi, quan 1y khoa dong,
Device  Counter  (Rolling  Code),  Ticket
Authentication, HMAC-SHA256, RSA Signature va
JWT nhiam ting cuong an toan dir liéu va han ché
nguy co tdn cong phat lai (Kent, 2005). Thir ba, tich
hop Hybrid OCR két hop EasyOCR, mé hinh CNN
va co ché Human-in-the-loop dé ho tro nhap diém hoc
phﬁn; déng thoi tao nén tang cho viéc tiép tuc hoan
thién kha nang nhan dang trong céc chu ky huén luyén
tiép theo (Holzinger, 2016).

2. VAT LIEU VA PHUONG PHAP
2.1. Phwong phdp nghién ciru

Nghién ctru str dung két hop ba phuong phap gdm:
(1) nghién ciru tai liéu dé tong hop cac cong trinh lién
quan dén OCR, hoc siu va bao mat ing dung di dong;
(2) phan tich, thiét ké va xay dung hé thong quan 1y
diém hoc phan trén thiét bi di dong; va (3) thuc

nghiém, danh gia trén di liéu bang diém hoc phin
thuc té nham kiém chung hiéu qua cua kién tric bao
mat nhiéu 16p, Hybrid OCR va co ché Feedback
Learning.

Trén co s& do, hé théng duoc trién khai theo kién
tric Client — Gateway API Server — Al Server —
Database Server va dugc danh gia thong qua cac thuc
nghiém trinh bay ¢ Muc 3.

2.2. Kién triic tong thé hé thong

H¢ thong duoc thiét ké theo kién tric phan tang
gdém bdn thanh phan: Mobile Client, Gateway API
Server, Al Server va Database Server (Hinh 1). Kién
truc nay tach biét giao dién nguoi dung, xur 1y nghiép
vy, nhian dang thong minh va luu trit dit 1i€u, tao thuan
loi cho viéc trién khai, bao tri va mé rong hé thong.

Mobile Client dugc phat trién bﬁng React Native,
hd tro giang vién thuc hién cac chirc ning trén thiét
bi di dong. Gateway API Server duoc phét trién bang
Delphi, cung cip cac dich vu RESTful (Fielding,
2000), ké thira hé théng quan 1y dao tao hién co, thuc
hién xac thuc, diéu phdi nghiép vu va két ndi véi
Database Server va Al Server. Al Server dugc xay
dung bang Python, tich hop EasyOCR va mé hinh
CNN dé thyc hién Hybrid OCR. Database Server sir
dung Microsoft SQL Server dé luu trir it lidu dao tao.

Kién trac nay 1 nén tang dé tich hop co ché bao
mat nhiéu 16p va Hybrid OCR, trong d6 Gateway API
Server dong vai tro cau ndi giita tmg dung di dong,
Al Server va hé théng quan 1y dao tao hién c6.
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Hinh 1. Kién tric tong thé ciia h¢ thong

2.3. Quy trinh xir Iy hé thong
2.3.1. Sequence Diagram

Hinh 2 mo ta trinh ty xir Iy ctia hé théng tir khi g
dung di dong khdi dong dén khi hoan thanh nhép
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diém hoc phan va cap nhét dir liéu phan hdi phuc vu
huén luyén lai mé hinh.

Quy trinh bat dau bang viéc thiét 1ap phién lam
viéc gitra Mobile Client va Gateway API Server thong
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qua ba budc GetKey, Handshake va Login. Trong giai
doan GetKey, hé théng thuc hién Bootstrap b::ing
HMAC (Krawczyk et al., 1997) dé cép Public Key va
KeyID. Sau khi xac thyc thiét bi va ngudi dung thanh
cong, Gateway API Server sinh cac khoa phién va
Ticket; cac tham sd phién va phan hdi dugce bao vé
bang co ché ma hoa, chir ky s6 RSA va JWT nhim
dam bao tinh bi mét, toan ven va xac thuc trong subt
qua trinh trao doi dir liéu.

D6i véi chire nang nhap diém, dnh bang diém duoc
chuyén dén AI Server dé thuc hién Hybrid OCR. Hé
thdng st dung EasyOCR dé nhan dang céc truong vin
ban in sin va mo hinh CNN dé nhan dang diém viét

tay. Cac két qua co do tin cdy thap dugc chuyén sang
EasyOCR dé nhén dang lai tru6e khi tra vé tng dung.

Giang vién kiém tra va hiéu chinh két qua nhan
dang trudc khi cap nhat vao co s& dir liéu. Cac mau
dd hiéu chinh duoc bd sung vao DatasetFeedback
nham phuc vu céc dot hudn luyén lai mé hinh theo co
ché Feedback Learning.

Sequence Diagram trong Hinh 2 thé hién sy phdi
hop gitra kién trac bao mat nhiéu 16p, Hybrid OCR va
Feedback Learning trong mot quy trinh xir 1y thong
nhat, tir x4c thuc thiét bi, xac thuc nguoi dung, bao vé
dir lidu truyén thong dén nhan dang, hiéu chinh va cai
thién lién tuc d6 chinh xac ctia mo hinh.
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Hinh 2. Sequence Diagram

2.3.2. Quy trinh nhdp diém bg phdn

Quy trinh nhap diém bo phan bit dau khi giang
vién chup anh bang diém va gui dén Gateway API
Server thong qua phién lam viéc da dugc xac thuc.
Gateway API Server chuyén anh dén Al Server dé
thuc hién Hybrid OCR.

Al Server trudc tién sit dung EasyOCR dé nhan
dang KeHoachID nhim x4c minh dung bang diém
cua hoc phﬁn. Sau do, anh dugc tach thanh tirng dong
sinh vién; EasyOCR nhén dang ma sinh vién, con mo
hinh CNN nhén dang diém viét tay. Nhimg két qua co
Confidence Score dudi 0,8 dugc chuyén sang
EasyOCR dé nhan dang lai trudc khi tra két qua.

Két qua nhan dang dugc hién thi dé giang vién
kiém tra va hiéu chinh trudéc khi cép nhét vao
Database Server thong qua Gateway API Server.
Déng thoi, cac miu d3 hiéu chinh duge bd sung vao
DatasetFeedback dé phuc vu céc dot huén luyén lai
mo hinh.
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Quy trinh nay két hop Hybrid OCR, Human
Verification va Feedback Learning trong mot chu
trinh théng nhat, hd trg nhap diém bd phan trén thiét
bi di dong va timg budc nang cao chat luong nhan
dang trong qua trinh khai thac thuc té.

2.4. Kién tritc bio mdt nhiéu I6p

Hinh 3 mo ta kién trac bao mat nhiéu 16p dugc dé
xut cho hé thong quan 1y dao tao trén thiét bi di dong.
Kién triic gdbm sau 16p xu 1y theo trinh ty: Bootstrap
Authentication, Device Authentication, Dynamic
Session Key, User Authentication, Ticket
Authentication va Business Processing. Mdi 16p chi
duogc thuc hién khi 16p trude da xac thuc thanh cong,
hinh thanh chudi x4c thyuc tir Client — Device — User
— Business Processing.

O 16p Bootstrap Authentication, Client st dung
BootstrapID (UUID v4) cung hai khéa dong duoc dan
xuit bing HMAC-SHA256 theo thoi gian (DMYHM)
dé tao cac truong ID1 va ID2. Gateway API Server
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giai ma theo hai mdc thoi gian (CurrentMinute va
PreviousMinute), kiém tra Replay Cache nhim phat
hién yéu cau phat lai truéc khi cap RSA Public Key
va KeyID.

Sau khi nhan RSA Public Key, 16p Device
Authentication sir dung co ché ma hoa lai RSA + AES
dé xac thuc DevicelD. Gateway API Server tao hodc
cap nhat MaNgauNhien, DeviceCount va Ticket Key
cho thiét bi. Trong d6, Ticket Key chi duogc luu trén
Database Server, con MaNgauNhien va DeviceCount
duogc cap cho Client @& sir dung trong cac phién lam
viéc tiép theo.

L6p Dynamic Session Key thuc hién din xuat
Keyl va Key?2 phuc vu ma hoa dit li€u. Phia Client c6
thé tryc tiép tinh ca hai khoa, trong khi Gateway API
Server phai st dung Keyl dé khoi phuc DevicelD,
truy xuat cac tham sé phién trong co s& dir liéu, sau

chudi dan xuit khoa tudn tu, bao dam cac budc xéc
thuc khong thé bi bo qua.

O 16p User Authentication, ngudi ding ding nhap
béng UserID va Password duoc bao vé bdi Key2. Khi
xac thuc thanh cong, Server phat hanh Ticket chia
UserlD, DevicelD va thoi han hiéu luc, ddng thoi ma
hoa bang Ticket Key. Trong cac yéu cau nghiép vu
tiép theo, Gateway API Server sir dung Ticket Key
dé xac thuc Ticket trude khi chuyén yéu cau dén 16p
Business Processing.

Pé thuan tién cho viéc m& rong hé théng, cac API
déu sir dung thong nhét cac truong ID1, ID2, ID3 va
NVEnc lam cac truong dit li€u dugc bao vé. Nho do,
cac chire ning méi co thé ké thira co ché xac thyc va
mi hoa hién c6 ma khong can thay ddi giao thirc
truyén thong.

Ba 16p xac thyc Client, Device va User duoc thuc
hién tuan tu trudce khi cho phép xir 1y nghiép vu, hinh
thanh chudi x4c thyc nhiéu 16p ctia hé thong.
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Store Procedure
» Thuc hién Store
Procedure vdi cac tham
58 nghigp vu
+  Tra vé Data cho API
server

Ticket hop 18 vdi DevicelD, UserlD vé thivi

Chii thich
« D1, ID2, ID3: Protected Fields
# NVEnc: Encrypted Business Data

Thue hién nghigp vu
Business Processing  chi
dugc thife hién sau khi
hoan tit xdc thec Client,
Device va User; yéu ciu
phdi dbng thifi hop 1& ve
DeviceCount  va  Ticket
tregc khi thuc thi nghigp
vu.

 Goi Store Procedure twong dng dé thu'c

hién nghip vu

# Keyl: Device Authentication Key
| » Key2: Dynamic Session Key

» Ticket: Encrypted Session Ticket

Hinh 3. Kién tric bao mat nhiéu 16p ciia hé thong
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(nhabu Core CPU)

Hinh 4. Kién tric Hybrid OCR trén nén Multiprocessing

2.5. Kién triic Hybrid OCR

Hinh 4 trinh bay kién trac Hybrid OCR duogc dé
xut nham hd trg nhan dang bang diém hoc phﬁn trén
thiét bi di dong. Kién trac két hop co ché xur 1y song
song (multiprocessing) ciia Python (Python Software
Foundation, 2025) véi EasyOCR va m6 hinh CNN
nham nang cao hidu nang xir Iy va do chinh xac nhan
dang.

Quy trinh bét dau bang viéc sir dung EasyOCR dé
nhan dang KeHoachID nhim xac minh dang bang
diém hoc phan trudc khi xir Iy. Sau d6, anh dugc tach
thanh timg dong sinh vién va phan phdi toi nhiéu
Worker hoat dong song song. Trong mdi Worker,
EasyOCR nhén dang m3 sinh vién gém 8 ky tu s,
con mo hinh CNN nhén dang diém viét tay. Nhiing
két qua c6 Confidence Score duéi 0,8 dugc chuyén
sang EasyOCR dé nhan dang lai trudc khi tra két qua.

Két qua nhén dang duoc hién thi dé giang vién
kiém tra va hiéu chinh truéc khi cap nhat vao co sd
dir lidu. Pong thoi, cac mau da hiéu chinh duoc bd
sung vao DatasetFeedback phuc vu cac dot huén
luyén lai mé hinh theo co ché Human-in-the-loop.

Kién trac dé xuat két hop xac minh bang diém, xir
ly song song, Hybrid OCR va Feedback Learning
trong cting mot quy trinh, gbp phan nang cao hiéu
ning xtr Iy va timg budc cai thién chat lugng nhan
dang trén di li¢u thuc té.

2.6. Xdy dung bo dir liéu

Pé huén luyén m6 hinh CNN nhan dang diém viét
tay, nhém nghién ctru xay dung bg dit liéu chuyén biét
tir cac bang diém hoc phan cia Truong Pai hoc Tay
Nguyén. Khac véi cac bo dit liéu chir viét tay cong
khai, toan b¢ di li€u dugc thu thdp tr moéi truong
nghiép vu thuc té nhim phan anh dang dic diém cua
bai toan nhép diém.

Nhom nghién ctru thiét ké mot mau bang diém
chuan gém 113 sinh vién, trong d6 cot diém duoc bd
tri tir 0,0 dén 10,0 va bd sung cac trudng hop dic biét
nhu Ving, V, X va ddu "-" dé tao du 102 16p. Khoang
20 giang vién va hon 100 sinh vién tham gia ghi dix
lidu bang chir viét tay. Sau d6 thu thap hon 200 bang
diém, duoc chup bang 4 thiét bi di dong trong nhiéu
diéu kién khac nhau.

Dé giam khdi lugng gan nhan thu cong, nghién
ctru xay dung chuong trinh Python ty dong cit ving
anh va sinh nhan dya trén STT dugc nhan dang béng
EasyOCR. Dt liéu sau d6 duoc kiém tra, loai bo cac
mau khong dat chét lugng va ting cudng bang cac
phép bién ddi nhu xoay, dich chuyén, thay doi do
sang, do twong phan va bo sung nhiéu.

Sau tién xir Iy va ting cuong dit lidu, bo dit liéu
cudi cung gém 26.657 anh thudc 102 16p, duge chia
thanh 80% Training, 10% Validation va 10% Testing
dé phuc vu huan luyén va danh gia mo hinh CNN.

Bing 1. Théng ké bd dir liéu ding dé huin luyén mé hinh CNN

Thanh phan

Gid tri

Béng diém chuan
S6 bang diém thu thap
Giang vién tham gia ghi dir liéu
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113 sinh vién/bang
>200
~20
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Sinh vién tham gia ghi dit li¢u
Thiét bi chup anh

Tong s6 anh sau xir Iy

S6 16p (Classes)

Training / Validation / Testing

>100

4 dién thoai
26.657

102

80% / 10% / 10%

2.7. Hudn luyén mé hinh CNN

M6 hinh CNN dugc xdy dung béng
TensorFlow/Keras va huan luyén trén bo dit liéu gdm
26.657 anh thugc 102 16p, dugc chia theo ty 1€ 80%
cho huan luyén, 10% cho Validation va 10% cho
Testing. Kién tric mang gdom 03 16p Convolution (32,
64 va 128 filters), mdi 16p theo sau béi MaxPooling,
tiép theo 1a 16p Flatten, Dense 256 neuron, Dropout
0,3 va 16p Softmax véi 102 16p dau ra. Anh dau vao
dugc chuyén sang anh xam, chuin héa vé kich thuéc
64x64 pixel va chuan héa gia tri diém anh truéce khi
huén luyén. Qué trinh huén luyén sir dung optimizer
Adam, ham mat mat categorical crossentropy, batch
size 32 va 30 epoch. Két qua danh gia trén tap Testing
ddc lap cho théy mo hinh CNN dat Accuracy 95,17%.
Sau khi huin luyén, mé hinh dugc trién khai trén Al
Server dé nhan dang diém viét tay trong kién triic
Hybrid OCR. Trong qua trinh nhan dang, hé thong sir
dung ngudng Confidence = 0,8; cac truong hop c6 do
tin cdy thip hon dugc chuyén sang EasyOCR dé nhan
dang lai. Két qua chi tiét duoc trinh bay trong Muc
3.3.

2.8. Feedback Learning

Dé nang cao kha ning thich nghi ciia mé hinh
trong moi truong thuc té, nghién ctru tich hop co ché
Feedback Learning theo m6 hinh Human-in-the-loop,
trong d6 giang vién vira kiém chung két qua nhan
dang vira cung cap dit liéu cho cac chu ky huan luyén
tiép theo.

Sau khi AI Server tra két qua nhan dang, ing dung
hién thi dong thoi anh 6 diém va gia tri OCR dé giang
vién dbi chiéu voi bang diém gbc. Cac trudng hop
nhéan dang sai dugc giang vién hi€u chinh trudc khi
lwu. Pong thoi, anh diém cung nhin dung duoc giri
vé Gateway APl Server va bd sung vio
DatasetFeedback.

Khac véi bd dir litu huin luyén ban dau,
DatasetFeedback dugc hinh thanh trong qua trinh van
hanh hé théng tir cac mau da dwoc giang vién xéac

nhdn, nén cd do tin cdy cao va phan anh dung dac
diém dit ligu thyc té.

Cac mau phan hdi duogc tich liy dé thyc hién
Offline Retraining. Sau khi mé hinh méi dat yéu cau
trén tap kiém thtr doc 1ap, md hinh dugc trién khai
thay thé trén AI Server. Co ché nay tao thanh vong
lap nhan dang — kiém ching — cép nhat
DatasetFeedback — huan luyén lai, giup timg budc
nang cao chét lugng nhan dang ma khong anh hudng
dén hoat dong cta h¢ théng.

3. KET QUA VA THAO LUAN
3.1. Méi trwong thuc nghiém

Céc thyc nghiém dugc trién khai trén hé thong
quan ly dao tao dang van hanh tai Truong Pai hoc
Tay Nguyén. Hé thong gém bdn thanh phan: Mobile
Client, Gateway API Server, Al Server va Database
Server. Gateway API Server duoc trién khai trén
Windows Server 2003 do yéu cau tuong thich voi hé
théng quan ly dao tao hién hiru, thyc hién xac thuc,
quan 1y phién 1am viéc va diéu phdi yéu ciu giira ing
dung di dong, Al Server va co so dit liu. Viéc st
dung nén tang nay chi phan anh diéu kién trién khai
thuc té ctia nghién ctru va khong phai 1a khuyén nghi
d6i v6i cac hé théng mai.

Ung dung di dong dugc phat trién bang React
Native, cho phép giang vién chup anh bang diém,
kiém tra két qua nhan dang, hiéu chinh va guri phan
hdi truc tiép trén thiét bi. Dir lidu trao doi gitra Gmg
dung va Gateway API Server duoc bao vé bang kién
tric bao mat nhiéu 16p trinh bay trong Muc 2.4.

B dir liéu huan luyén gém 26.657 anh thudc 102
16p duogc xay dung theo quy trinh & Muyc 2.6. Dé danh
gi4 hé théng, nhom nghién ctru sir dung 75 bang diém
hoc phan chua tham gia huan luyén, twong tng 1.982
luot sinh vién, nham kiém thir toan bo quy trinh tir
nhan dang bang Hybrid OCR, kiém chimg boi giang
vién dén cip nhat dir liéu vao hé théng quan 1y dao
tao. Cac mau duogc gidng vién hiéu chinh dugc luu
trong DatasetFeedback dé phuc vu cac dot Offline
Retraining.

Bing 2. Ciu hinh méi truong thuc nghiém

Mobile Client
Gateway API Server
Database Server

Al Server

B9 dir liéu huan luyén
Bo dit liéu kiém thu

React Native (Android)

Windows Server 2003

Microsoft SQL Server

Python 3.x, TensorFlow, EasyOCR
26.657 anh, 102 16p

75 bang diém (1.982 lugt sinh vién)

3.2. Pdnh gid kién tric bdo mdt nhiéu l6p

Dé danh gia kién trac bao mat nhiéu 16p, nhom
nghién ctru thyc hién hai nhém thyc nghiém: (i) kiém
thir co ché sinh khéa phién va xéc thuc nhiéu 16p; (ii)
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kiém thtr kha ning chéng phat lai goi tin (Replay
Attack). )
(1) Kiém thir co ché sinh khoa phién
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Nhom nghién ctru chu dong thay ddi cac tham sb
bao mat trén Server gém DevicelD, MaNgauNhien,
DeviceCount va Ticket Key, sau d6 thyc hién dang
nhap va giri yéu cAu nghiép vu.

Két qua cho thay khi DeviceID, MaNgauNhien
hodc DeviceCount thay ddi, Server tir chdi thiét 1ap
phién lam viéc. Khi Ticket Key thay d6i, thiét bi vin
duoc xac thuc nhung Ticket khong con hop 1€ va yéu
cau bi tir chdi. Két qua nay chimg minh co ché xéac
thuc thiét bj va xac thyc ngudi dung hoat dong doc
1ap theo dung thiét ké.

(2) Kiém thir Replay Attack

Nhoém nghién ctru st dung Burp Suite thu thap cac
g6i tin hop 1€ gitia Client va Server, sau do thyc hién
phat lai nhiéu lan.

=B o

Request

Cancel

* BupAI

Pretty Raw Hex

b |7 ST Iap i/login HTTF/L.1
e: app i

Q'm

Léi hé théng
Ngay lam viéc khéng hop
1& hodc may chi gap su cd.

Vui long khdi déng lai!

oK

Hinh 5. Két qua kiém thir khi thay d6i tham s

sinh khéa phién..
Target httpys G2 2302292026 (9 TR (
Response ==
=  Pretty Raw  Hex  Render ® n o=

1 HITP/1.1 500 Internal Server Error
2 ke e

(“error”:"Léi hé théng: GiaiMaMoi_Pro:

HMAC khéng khop! Dir liéu bi gid mao."}

BOCDD4EFEDCT4SEILL

Hinh 6. Kiém thir Replay Attack bang Burp Suite.

Toan bd cac goi tin phat lai déu bi Server tir chdi
do DeviceCount dugc cap nhat sau mdi giao dich hop
18, khién khoa phién cua cac goi tin trudc d6 khong
con hop 18. Két qua ndy cho thiy co ché Device
Counter (Rolling Code) két hop voi khoa phién dong
g6p phan han ché hiéu qua nguy co tan cong Replay
Attack.

Théao ludn

Céc két qua thuc nghiém cho thiy kién trac bao
mét nhiéu 16p hoat dong phu hop véi thiét ké dé xuit.
Viéc két hop Device Authentication, Dynamic Key
Generation, Ticket Authentication, Device Counter
(Rolling Code), HMAC-SHA256 va RSA Signature
g6p phan ting cudng xac thyc thiét bi, han ché nguy
co Replay Attack va bao v¢ tinh toan ven cua dir liu
trong qua trinh trao ddi gitta Mobile Client va API
Server.

Bing 3. Két qua kiém thir kién tric bao mit

Tinh hudng kiém thir

Két qua

DevicelD gia mao

Ticket sir dung trén thiét bi khac
Replay goi tin

Chinh sira dit liéu truyén

Burp Suite stra Request

Tir chdi x4c thuc

Khoéng gidi ma dugc Ticket

Bi tir chdi do DeviceCount thay ddi
Phat hién sai HMAC/RSA

Khong dugc Server chap nhin

3.3. Pdnh gid kién triic Hybrid OCR

Kién trac Hybrid OCR dugc xay dung trén bd di
li¢u va mo hinh CNN da trinh bay tai Muc 2.6 va Muc
2.7. N6i dung muc nay tap trung danh gia qua trinh
tich hop va trién khai Hybrid OCR trong hé théng
thue té.

Hé théng Hybrid OCR dugc trién khai trén cac
bang diém hoc phan thuc té nhdm danh gia kha ning
hd trg nhap diém trén thiét bi di dong. Kién triic két
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hop mé hinh CNN dé nhén dang diém viét tay va
EasyOCR dé xir 1y cac truong hop ¢ do tin cdy thap,
gitip ndng cao tinh 6n dinh so voi viée chi sir dung
mdt phuong phap nhan dang.

Két qua danh gia trén tap Testing doc 14p cho thdy
mo hinh CNN dat Accuracy 95,17%. Day 1a két qua
danh gia cta riéng mo hinh CNN trudc khi dugc tich
hop vao kién trac Hybrid OCR cua hé théng. Trong
qué trinh van hanh thyc té, cac sai s6 nhan dang chu
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yéu xuat phat tir dic diém cua bang dlem viét tay, nhu
chir Vlet sat hodc chong 1én dudng vién 6 dlem Sau
bude tién xtr 1y loai bé duong vién biéu miu, mot
phan nét chir ¢ thé bi mat, anh huong dén chét luong
anh dau vao va lam giam do chinh x4c nhén dang
trong mot s6 trudng hop.

D¢ cai thién hiéu ning, nghién ciru tich hop co ché
Multiprocessing cho phép xir Iy song song nhiéu dong
sinh vién. Thyc nghiém trén 75 bang diém (1.982 sinh
vién) cho thdy thoi gian xtr Iy giam tir 525,85 gidy
xudng con 314,09 gidy, twong duong giam khoang
40,3% va dat trung binh 4,19 gidy/bang diém.

Bang 4. Két qua danh gia kién triic

Multiprocessing
Chi tiéu Sequential Multiprocessing
75 bang diém 525,85 s 314,09 s
Trung
binh/bang 7,01 s 4,19 s
Mirc cai thién — 40,3%

Bén canh d6, hé théng ap dung Feedback
Learning, trong d6 cac két qua duoc giang vién hiéu
chinh s& duoc luu vao DatasetFeedback dé phuc vu
cac dot huan luyén lai mé hinh. Co ché nay giup hé
thdng timg budc thich nghi véi dir lidu thyuc t& ma
khong anh huéng dén qua trinh van hanh.

Két qua thuc nghiém cho thdy su két hop giita
CNN, EasyOCR va Multiprocessing giiip nang cao
hiéu nang xu ly cua hé thong; trong khi co ché
Feedback Learning tao nén tang cho viéc tiép tuc cai
thién kha nang nhan dang trong cac chu ky huan luyén
tiép theo.

3.4. Co ché Feedback Learning va khd ning tw
hoan thién ciia h¢ thong
3.4.1. Human Verification trong quy trinh nhdp diém

Sau khi AI Server hoan thanh nhan dang, hé théng
hién thi dong thoi anh 6 diém va két qua OCR dé
giang vién kiém tra trude khi cap nhat vao co so dir
liéu. Nhimg truong hop nhén dang chua chinh xac
dugc hiéu chinh tryc tiép trén tng dung di dong, gitip
bao dam tinh chinh xac ctia dir liéu nhap diém dong
thoi giam déng ké thao tac nhap liéu so voi phuong
phap thu cong.

Hinh 7 minh hga qua trinh Human Verification.
Trong vi du minh hoa, hé théng nhén dang gia tri diém
1a 4, trong khi gia tri thuc té 1a 9. Giang vién chi can
chinh sira truc tiép két qua trudc khi luu ma khong
phai nhép lai toan bd bang diém.

31

«' VinaPhone & 10:54 & 97% 43

68625: Hé quan tri cdsd dif li...
HK:1 NH:2025-2026 [ | ChuaDuyét

TT Masv Ho va Tén Png S8 Chir

2310303 Nguyén Dirc
19 o

\s
o [

Khang
= Chin
20 23103031 RS Y Khang ohiEn
23103032 Trudng Tran B6n
2] Quéc Khanh g ii chén
222319393 gy Anh kién |
2310303 Mai Dam Thé Chin
23 Kién __ |l
24 23103037 05 Tusdn Kiét |
2310304 - . . Chin
25 Vi Tric Lam g | 9 |chin
26 23103041 Hoang Thi Lan gl o |5

2310304 Nguyén Dinh ’
Long

Hinh 7. Man hinh nhép diém

Céc mau di duoc hiéu chinh duoc tu dong bod sung
vao DatasetFeedback dé phuc vu cac dot huén luyén
lai m6 hinh CNN. Co ché nay hinh thanh vong lip
nhan dang — kiém ching — hiéu chinh — huén
luyén lai, giup hé thng timg budc ning cao kha ning
nhan dang trén dit liéu thyc t& ma khong anh hudng
dén qua trinh khai thac.

3.4.2. Hinh thanh DatasetFeedback tw qua trinh s
dung thuc té

Sau khi giang vién hiéu chinh va xac nhan két qua
nhan dang, hé théng tu dong giri anh 6 diém cung gia
tri da duoc xac thuc vé Gateway API Server dé bd
sung vao DatasetFeedback. M&i mau dit liéu déu gén
v6i nhin do giang vién truc tiép xac nhan.

Khac voi bd dit liu huin luyén ban dau,
DatasetFeedback dugc hinh thanh trong qua trinh véan
hanh hé thong, phan anh tryc tiép ddc diém chir viét
va cac tinh hudng phat sinh trong thuc té. Pay la
nguon dir lidu phuc vu cac dot huan luyén lai mé hinh
nhim ting budc nang cao chat lugng nhan dang.
3.4.3. Kha nang tw hoan thién cua hé thong

DatasetFeedback duogc sir dung lam ngudn dif liéu
cho cac dot Offline Retraining nham ting budc ning
cao kha ning nhan dang ciia mé hinh CNN. Cac mau
dir liéu déu duogc giang vién xac nhan nén cé do tin
cdy cao va phan anh tryc tiép dic diém chir viét trong
moi trudng st dung thuc té.

Trong pham vi nghién ciru ndy, qué trinh huin
luyén lai chua dugc thuc hién do thoi gian trién khai
thir nghiém con ngén va sé luong dit lidu phan hoi
chua da 16n. Tuy nhién, co ché thu thap, luu trit va
quan ly DatasetFeedback da dugc xdy dung hoan
chinh, tao nén tang dé he théng tiép tuc cai thién chét
lwong nhan dang trong cac phién ban tiép theo.

3.5. Danh gida rng dung di djong

Chin

27 chdn
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Kién tric Hybrid OCR di duoc tich hop hoan
chinh vao hé thdng quan 1y dao tao tai Truong Dai
hoc Tay Nguyén. Ung dung di dong két hop Gateway
API Server, Al Server, Database Server va kién trac
bao mat nhiéu l6p, cho phép gidng vién thuc hién toan
bd quy trinh nhap diém trén thiét bi di dong.

Qua qua trinh trién khai thir nghiém, cac chic
nang chinh cua hé théng hoat dong on dinh, gém:

&)

g vien
Truong Hai

Sinh vien:

Nguyén Céng

Bao

« Ding nhdp va xac thue nguoi dung bang kién
trac bao mat nhiéu 16p.

e Nhan dang bang diém bang Hybrid OCR.

e Human Verification két hop Feedback
Learning.

e Quan Iy hoc phan, thoi khoa biéu va nhap diém.

e Tra ctru két qua hoc tap sau khi dir liéu dugc
cap nhat.
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(i) Danh sach hoc phén cla giang vién
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(j) Két qua hoc tap ctia sinh vién

Hinh 8. Mot s6 giao dién ciia ing dung

Két qua trién khai cho thiy hé thong dap tng yéu
cau nhap diém hoc phén trén thiét bi di dong, giam
thao tac nhap liéu thii cong va van bao dam giang vién
kiém tra két qua trudc khi cdp nhat vao hé thong quan
1y dao tao.

3.6. Thdo lugn

Két qua thuc nghiém cho thiy hé thong khong chi
xay dung thanh cong kién trac Hybrid OCR ma con
tich hop thanh mét quy trinh nhap diém hoc phan
hoan chinh trén thiét bi di dong. So véi quy trinh nhap
diém truyén thdng, giai phap dé xuét hd tro nhan dang
tw dong, xac thuc nhiéu 16p va co ché Feedback
Learning, gop phan giam thao tac nhap liéu thu cong,
nang cao tinh linh hoat va phu hop véi moéi truong
quan ly dao tao thyc té.

Vé mit khoa hoc, dong gop cuia nghién ctru khong
nam & viéc dé xuat mot thuat toan OCR méi ma ¢ viée
tich hop Hybrid OCR, Multiprocessing, kién tric bao
mat nhiéu 16p va Feedback Learning thanh mot hé
thong thong nhat c6 kha ning trién khai thuc té trén
thiét bi di dong.

Bén canh nhiing két qua dat dugc, nghién ctru hién
méi duoc danh gia trén bicu miu bang diém cia
Truong Pai hoc Tay Nguyén; mo6 hinh chu yéu nhan
dang diém s6 va mot sb ky hiéu thuong ding;
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DatasetFeedback van dang trong giai doan tich lily
nén chua du 16n dé danh gia dinh luong hiéu qua cua
cac chu ky huén luyén lai. Ngoai ra, mot s sai sO Van
xuét hién khi chit viét cham hodc dé 1én duong vién 6
diém.

Trong thoi gian tdi, nghién ctru s€ moé rong Hybrid
OCR cho nhiéu loai biéu mau, tiép tuc khai thac
DatasetFeedback dé thuc hién Offline Retraining,
nghién ciru tich hop cac mé hinh Al thé hé méi nhu
Transformer (Vaswani et al., 2017) hodc Multimodal
LLM, ddng thoi tdi wu kha ning suy ludn truc tiép
trén thiét bi (On-device AI) nhdm nang cao hiéu qua
trién khai.

Trong qué trinh phat trién hé théng, nhom tac gia
da thur nghiém EasyOCR va Tesseract cho bai toan
nhan dang bang diém. Cac giai phap OCR thuan phu
hop véi nhén dang véan ban in, trong khi bai todn nhan
dang diém viét tay trén bang diém doi hoi kha ning
thich nghi tot hon véi su da dang vé nét chit. Vi vay,
nghién ciru lya chon kién trac Hybrid OCR két hop
EasyOCR va CNN nhim khai thac vu diém cia timg
phuong phap.

4. KET LUAN

Nghién ctru di xdy dung hé théng hd tro nhap

diém hoc phf?m trén thiét bj di dong dua trén kién trac
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Hybrid OCR, két hop co ché bao mat nhiéu 16p va  trai phép va cac tinh hudng phat lai géi tin (Replay
Feedback Learning. Giai phap tich hop toan bd quy  Attack).
trinh tir nhan dang, kiém chung, cap nhat dir li¢u dén H¢ théng da dugc trién khai trong moi truong quan
thu thap phan hdi trong mot hé thong théng nhét. ly dio tao clia Truong Dai hoc Tay Nguyén va bude
Két quéa thuc nghiém cho thdy Hybrid OCR hd trg  dau cho thiy tinh kha thi trong thuc té, gop phan giam
nhan dang diém viét tay trong hé thong, Human thao tac nhap liéu va hd trg gidng vién trong qua trinh
Verification hd tro giang vién kiém tra va hiéu chinh  nhép diém. Trong thoi gian t6i, , nghién ctru s& tlep tuc
két quda trudc khi cap nhat dit li€u, con md rong DatasetFeedback, hd tro nh1eu biéu mau
DatasetFeedback tao nén tang cho cac chu ky huin hon, danh gia h¢ thong trén quy mo trién khai 16n hon
luyén tiép theo. Kién trac bao mat nhiéu 16p hd trg  vé sb lugng giang vién va hoc ky sir dung, dong thoi
xéac thue Client, xac thuc thiét bi, xac thuc nguodidung nghién ctu tich hop cadc md hinh Al méi nham nang
va xac thuc phién lam viéc, gop phén han ché truy cdp cao kha nang thich nghi cua hé théng.
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ABSTRACT

Digital transformation in higher education requires course grade management systems that provide
efficient, secure, and mobile-based data processing. This study proposes a mobile course grade management
system with a multi-layer security architecture integrating Hybrid OCR to support the automatic recognition
of handwritten scores from paper-based grade sheets. The proposed system consists of a Gateway API Server,
Database Server, Al Server, and a mobile application. Hybrid OCR combines EasyOCR and a Convolutional
Neural Network (CNN) for handwritten score recognition, while Human Verification and Feedback Learning
enable instructors to validate recognition results and accumulate verified samples for future model retraining.
The multi-layer security architecture strengthens device authentication, session authentication, and secure data
communication. Experimental results on real course grade sheets collected at Tay Nguyen University show
that the CNN achieved an accuracy of 95.17% on the independent test set. The multiprocessing architecture
reduced the average processing time to 4.19 seconds per grade sheet, representing an improvement of
approximately 40.3% compared with sequential processing. The system operated reliably while preserving
lecturer verification before official grade submission (Tay Nguyen University, 2025). The proposed system
demonstrates the feasibility of deploying secure mobile-based course grade management in credit-based
education environments (Tay Nguyen University, 2021) and provides a foundation for continuous model
improvement through Feedback Learning.

Keywords: Hybrid OCR; Course Grade Management System; Mobile Devices;, Multi-Layer Security
Architecture; Feedback Learning.
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